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Digital Forensic Analyst
	Job Title:
	Digital Forensic Analyst
	Rank/Grade:
	Band D

	District/Department:
	Crime Services
	Location:
	District



	Shift worker:
	No

	Smarter ways of working:
	Fixed


	Designated Powers:
	No	
	Psychological Health Screening Required:
	Yes


	Special Requirements:
	No	Vetting Clearance Level:
	MV


	Role Purpose:






	
To provide support to Police Investigations by securing, retrieving and analysing data from digital devices and presenting findings in a format suitable for investigations and the criminal justice system (CJU).




	Main Duties and Responsibilities: (maximum of 12 – 14 key statements points)

	
· Secure, retrieve and analyse data recovered from digital devices including mobile phones and computers, operating specialist forensic software. 
· Adherence and compliance with the Digital Forensics unit (DFU) SOPS and polices governed by ISO17025 standards and the Forensic Science Regulator (FSR) Codes of practice
· Conduct evidential data analysis in line with the investigative examination objectives and produce analytical packages and reports for investigation teams and the CJU.
· Present findings and specialist interpretation of evidential data to the investigation teams, CPS and the CJU.
· Achieve and maintain competency for accredited processes within DFU in line with the DFUs accreditation under ISO17025 and the FSR codes of practice.
· To mentor, teach and support existing or newly appointed digital forensic personnel
· Perform supervisory peer review/quality assurance on work undertaken by other DFU personnel.
· Provide technical support for Officers attending the unit to view and where necessary, grade data extracted from digital devices.
· Assist Officers as appropriate in providing specialist technical advice and guidance on the correct methods of seizing and removing digital devices from scenes.
· Give presentations and briefings as appropriate, in support of investigations and the DFU 
· Maintain and self-manage an ongoing caseload and retain overall responsibility of their own casework, ensuring progression and completion is achieved.
· Keep abreast of changing technology, researching and testing where appropriate and when directed by DFU management.
· Supporting the DFUs accreditation by undertaking any necessary tasks in support of accreditation, such as internal audits or assisting with method validation.
· Support digital forensic projects and training that impact the Force, such as mobile phone kiosk implementation and digital forensic awareness to other units within the Force.
· Conduct other associated tasks considered appropriate by DFU management given the rapid changes in technology and the nature of digital forensics.
· [bookmark: _Hlk158187772]Due to the nature of the work undertaken by DFU, the successful candidate will require physical and emotional resilience to be able to deal with material of a distressing nature including child sexual abuse material on a regular basis. The successful candidate will be required to undergo regular compulsory OHU assessments.




Competency and Values Framework Levels
Please navigate to the below link for the College of Policing guide on the Competency and Values Framework. This provides a definition of the values and essential behaviours for each required competency level.
https://www.college.police.uk/career-learning/competency-and-values-framework  
	
	CVF Level 
Level 1 – Practitioner
Level 2 – Supervisor/Middle Manager
Level 3 – Senior Manager/Executive

	We are emotionally aware
	Level 1
	We take ownership
	Level 2
	We collaborate
	Level 1
	We support and inspire
	Level 1
	We analyse critically
	Level 2
	We are innovative and open-minded
	Level 1



	Experience, Skills, and Training required for the role:

	Entry Criteria – Essential 

	QCF Level 6 (degree) in digital forensics or other relevant field. OR equivalent industry training.

	Competent IT skills and excellent understanding of IT hardware, software and digital technologies.

	Knowledge of digital forensic principles, best practise, procedures and evidential handling.

	Ability to interpret and present data, working accurately with a high attention to detail

	Knowledge and understanding of ISO standards, relevant legislation and data protection

	Excellent interpersonal and communication skills. Including the ability to present findings and write reports in a clear concise manner to investigation teams and the CJU.

	The ability to deal with material of a distressing nature and undergo regular compulsory OHU Assessments




	Entry Criteria – Desirable – (Ideally between 4/6 bullet points):

	Practical experience of examining and analysing digital devices utilising forensics software and techniques.

	Attended relevant industry digital forensics course. I.e Cellebrite, Magnet, Control F)

	Working knowledge of scrips / programming languages.

	Understanding of criminal investigations and the CJU.
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	South Yorkshire Police is totally committed to the principles of equality and diversity, and we welcome applications from all sections of community. All appointments will be made on merit and flexible working options will be considered.
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